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Workshop 2022  

Hacking, Cracking, Sniffing & Snorting  

The full workshop consists of 4 tasks in security & Forensics 

For 2022, the session is online and will be a demonstration of tasks 1 and 4 only 

Demonstrations will utilise Kali Linux, but any Linux distribution can be used. Kali is 

designed for security and forensics and comes with many tools installed ready to use. If you 

wish to follow through the demonstration on your own computer with Linux installed, then 

you will need to install several tools. I shall be installing the 3 tools as part of the 

demonstration. You are of course welcome to watch the demonstration only and you may 

record this session if you would like to. 

The tools that we will be using and should be installed in Linux are: 

pdfcrack 

foremost 

dcfldd 

To install a tool in Linux is straightforward. Put ‘>apt-get install’ before the tool name 

(assuming root user otherwise you will need >sudo apt-get install’). The tool should then 

install. After it is installed, do an update with ‘apt-get update’ as some tools will not work 

until updated. For example, to install pdfcrack: 

>apt-get install pdfcrack 

Followed by: 

>apt-get update 

 

We begin session 1 by cracking a password-protected pdf. 

 

 

 

Computer Science for High Schools 
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Session 1: Cracking  

This pdf file with instructions is available for download and can be opened and read as we work 

through the demonstration. A second copy of this pdf is available for download called 

instructions.pdf. This file can also be downloaded but a password is required to open it. We 

shall begin by cracking the password to open this pdf utilising a brute force attack. The attack 

will utilise Linux and run pdfcrack to ‘find’ the correct password. When the password has been 

cracked, we shall then jump to task 4 and follow through a demonstration of recovering deleted 

files from a usb stick .dd file. 

  

Session 2: Hacking & Cracking  

Wireless networks suffered from security issues when WiFi was first introduced in 1997. The 

perception now is that the newer security protocols are robust and protect our data. Security is 

often more in the choice of password (or key) than it is in the security algorithms used. We 

shall be hacking into wireless networks by cracking the security keys. We begin with WEP 

which utilises a flaw in the protocol and then if time permits, we shall crack WPA which utilises 

a brute force attack against the key. WPS is included for completeness, but we shall not be 

cracking WPS.  

  

Session 3: Sniffing & Snorting  

Networks transport data over cables or through the airwaves. In the case of wired networks, an 

attacker must be connected to the network with a cable requiring physical access to the network 

cable or other equipment. In the case of wireless networks, the attacker only needs to be within 

radio range of the network to monitor the traffic. We shall be utilising Wireshark to monitor 

network traffic on a wireless network to show how an attacker can quite simply read our 

messages unless we use strong security measures.  

  

Session 4: Forensic Demonstration  

Whilst security involves preventing unauthorised access to computer resources, forensics is 

implemented after an attack. Forensics is used to recover data, identify how an attacker gained 

access to our computer system and to improve our security by understanding where the 

vulnerabilities are. We shall be using Linux to recover deleted files from a USB stick after the 

files have been deleted. This will demonstrate how careful we need to be with our storage 

devices (such as hard drives and USB sticks) even when we have deleted files or formatted the 

drive.  

Alastair Nisbet PhD. anisbet@aut.ac.nz  
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Cracking a pdf Password  

Task 1  

In this session we shall be using Linux and a tool called pdfcrack to crack the password on a 

pdf document. You will find the document for downloading called instructions.pdf.   

Step 1: As it is a little easier to find the pdf on the Desktop, drag the pdf file to the Desktop.  

  

Step 2: Open a Terminal window. This is similar to the old style DOS window in Microsoft 

Windows. This allows us to enter commands directly into Linux. The first command we will 

enter is ‘ls’ (ell ess). This is short for ‘list’ and will list folders and files where we currently are 

which is, by default, in the Home directory (folder). Enter: ls  

  

We see the various folders and in this screenshot we also have a saved file. This file is from a 

previous cracking attempt that was stopped part way through. The cracking was stopped with 

ctrl c and automatically saved the state of the cracking to the savedstate.sav. If I wished to 

continue at a later time, I could use pdfcrack with the filename but add the -l savedstate.sav. 

However, we shall start from scratch, so we need to enter the original command. We shall 

assume that we have discovered that the password is 4 characters long. However, if it was 

longer, it would take more time to crack. As a demonstration, the following screenshot shows 

how to crack a password if more information is available. In this demonstration, we shall 

assume that the password is 5 characters long (at least) and contains only uppercase letters and 

at least 1 number. Note that Desktop has a capital ‘D’. Linux commands are case sensitive. The 

-c switch tells the command to expect the character set to use in the search.  

Step 3: In the terminal window you would enter:  

pdfcrack Desktop/instructions.pdf –minpw=5 -c “ABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890”  
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By specifying the minimum password length of 5 with - - minpw=5 (note it is minus minus 

without spaces), pdfcrack won’t work through all the 4 length combinations. By specifying 

only uppercase and numbers, we reduce each possible character from 62 possibilities to 36 and 

this will also speed up the cracking. As an exercise you could ask students to calculate the 

number of possible passwords with 5 characters and uppercase and numbers only. Each 

character has 36 possibilities, so it is:  

365 = 60,466,176  possible combinations. On average, it will take half this number of attempts, 

assuming the password is chosen at random (which is very unlikely). You will notice when 

running the crack that approximately 50 000 words are tried each second (this is dependent on 

the computer used including the CPU speed and the RAM available).   

  

We shall simply enter the command without specifying the password length or character set, 

so all letter and numbers and symbols will be used. Enter the command:  

pdfcrack Desktop/instructions.pdf  

Step 4: Wait…..  

We find the password very quickly. This is because pdfcrack tries passwords in an order which 

finds our password quickly. We could use a password designed to be the very last password 

tried, provided we can work out how pdf attempts passwords and therefore which will be the 

final one tried.  

 Discussion Point:  

You could ask students to calculate how long it will take to try every possible password. There 

are 60,466,176 possible passwords divided by 50 000 attempts per second (or whatever speed 

the computer your using can work at) which equals 1209 seconds which is 20 minutes (approx).   

As with any brute force attack, as the attack tries every possible password, we are guaranteed 

to find the password if we wait long enough.   

Note: AES is the Advanced Encryption Standard and is the official encryption standard of the 

USA Government. A password of 128 bits for the Advanced Encryption Standard will take 
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approximately 1 billion billion years to try every possible password (on a super computer), but 

if the password is chosen at random it will only take, on average, half that long….   

 Wireless Network Cracking Testing   

Background: Wireless networks provide benefits over wired networks, especially where 

buildings cannot be easily wired or users may be mobile within a limited area. In 1997 The 

Institute of Electrical & Electronics Engineers ratified IEEE 802.11 as a new wireless standard. 

Whilst wireless networks had been available in limited forms for several years, they tended to 

be proprietary rather than an open standard. When 802.11 was released as a standard, it meant 

any manufacturer could follow the standard and produce a wireless device or add-on card that 

would work with other vendors’ wireless devices. Whilst that was the theory, often devices 

were incompatible as vendors tended to interpret the standards slightly differently. This was 

holding back the adoption of 802.11 by consumers, and when additions to this original standard 

were ratified on 14th September 1999, as 802.11b and 802.11a, several vendors and experts 

formed the Wireless Ethernet Compatibility Alliance (WECA) which was officially announced 

the following day on 15th September. Their task was to test wireless devices against their 

interpretation of the standard, and if the device passed their test it was then certified as WiFi 

(Wireless Fidelity) compliant and received the WiFi stamp.   

This assured consumers that any WiFi device would work with any other certified  

WiFi product, meaning mixing of various manufacturers’ devices on a wireless  

network was assured. Today, almost all wireless devices receive the WiFi approval from the 

renamed WECA, now called the WiFi Alliance.  

One issue that has plagued these wireless networks since their inception in 1997 is that of 

security. The original 802.11 standard did not offer any security mechanisms as part of the 

standard and so security was left to the user. This meant that almost all wireless networks were 

insecure, and as the signals became more powerful and with greater data transfer rates as 

standards developed, large amounts of data were left unsecured. In 1999, the 2.4GHz 802.11b 

and 5GHz 802.11a, ratified on the same day, were released with encryption available as part of 

the standard. This encryption used the well-tested and robust RC4 symmetric encryption 

algorithm with the security implementation called Wired Equivalent Privacy (WEP). 

Symmetric encryption utilises the same encryption key for encrypting information as it does 

for decrypting the information, so the encryption key must be shared between the sender and 

receiver of the data.   

Wired Equivalent Privacy (WEP): Because of legal constraints on exporting encryption 

technology enforced by the USA up to 1st January 2000, all exported encryption was restricted 

to 40 bits, as computers available to the USA government could crack 40 bit keys. WEP was 

therefore restricted to 40 bits although it was advertised as 64 bit encryption. However, as 24 

bits (3 Bytes) was reserved for the Initialisation Vector (IV) of each packet sent (used as a 

packet sequence counter to reassemble packets at the receiver) the encryption was in reality 

only 40 bits. The IV was not encrypted but sent with each packet in plaintext. This was strong 

enough with the technology in 1999 but is weak against the cracking ability of powerful 

computers available today. In 2001, three researchers published an academic papers describing 

a theoretical attack against WEP. The researchers, Fluhrer, Mantin and Shamir called the attack 

the FMS attack. Later that year, two researchers implemented the attack against WEP in a 



 

 

6  

CS4HS 2022        Security & Forensics Workshop 2022  

laboratory experiment. These researchers, Ionnis and Subblefield, proved that the attack was 

relatively simple, targeting what FMS described as weak IVs, or IVs that were reused because 

of the limited number of IVs that could be created with only 2 Bytes. This justifiably led to the 

belief that wireless networks were less secure than wired networks and so WECA immediately 

set about looking for a solution.  

WiFi Protected Access: In 2003, WiFi Protected Access (WPA) was released as a temporary 

measure which fixed all of the vulnerabilities of WEP. It also retained the RC4 algorithm but 

increased encryption to true 64 bit and 128 bit options. The new standard was so successful 

that it remains as one of several security choices available today.  

Whilst WEP suffered from a poor design and implementation of the encryption algorithm used, 

WPA suffers from poor encryption key (password) choice by the user. Generally, passwords 

of at least 20 characters that are a mix of uppercase, lowercase, numbers and symbols are secure 

against a WPA attack. However, research has found that most users choose shorter passwords 

or passwords that are made from letters and numbers that are relatively simple to guess or 

calculate. As the attack against WPA utilises trying various passwords and looking for a match, 

the choice of encryption algorithm, RC4 with Temporal Key Integrity Protocol (TKIP) or the 

more robust Rijndael algorithm adopted as the USA’s Advanced Encryption Standard (AES) 

makes little difference to the attack time.  

When security was first incorporated with 802.11 standards, the default setting was for users to 

have to turn on security and enter encryption keys in their wireless routers or access points. In 

early 2000 vendors began making encryption the default for these devices so that users had to 

turn off the encryption if they wished. Some devices are deliberately not deployed with 

encryption such as free WiFi in metropolitan areas or retailers providing open WiFi to their 

customers (or anyone within range).   

WiFi Protected Setup: In 2006, The WiFi Alliance introduced a simple method for users to 

pair their wireless device with a compatible wireless access point or router. WiFi Protected 

Setup (WPS) is designed so that a user can push the WPS button on the access point / router 

and enter an 8 digit PIN on their device to connect. The security is maintained because the user 

never becomes aware of the encryption key, but rather the access point / router sends the key 

to the device. One issue is that the PIN is usually printed on the underside of the access point / 

router although the user can change the PIN in the administrator’s window on the device 

settings. Additionally, WPS can be turned off in a similar manner.  

In theory the 8 digit PIN should be secure as a brute force attack trying every possible number 

against a PIN of this length would require 108 attempts to find the PIN with half that number 

required on average to find a randomly generated 8 digit PIN. However, the 8 digit PIN is made 

up of 4 digits followed by 4 more digits. This takes the PIN from 100 000 000 possible 

combinations to 10 000 followed by another 10 000, totalling 20 000 attempts required. A 

further flaw is the final digit is used as a checksum and does not form part of the second 4 

digits, Rather this is trivial to calculate so that the PIN is in reality 10 000 plus 1000 

possibilities, or 11 000 in total. Very much simpler to crack than the 100 million it appears to 

be. The WPS attack works by attempting to authenticate with the access point / router and 

trying a different PIN each time. Some devices will only allow a limited number of attempts 

(usually 5) and some require long intervals between attempts (often 30 seconds or more). This 

means that an attack against WPS is dependent on the wireless device and will sometimes be 
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successful but other times will not. The attack was implemented for the first time in 2009 but 

the WPS mechanism remains largely unchanged with most vendors.  

  
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab  
Scott R. Fluhrer, Itsik Mantin, Adi Shamir. Proceeding of the 8th Annual International Workshop on Selected Areas in Cryptography. Pages  
1-24  
Adam Stubblefield, John Ioannidis, and Aviel D. Rubin. Using the Fluhrer, Mantin and Shamir attack to break WEP. (TD-4ZCPZZ), 2001. AT&T 

Labs, Technical Report.  

Cracking Wired Equivalent Privacy (WEP) 

Task 2  

Purpose: This will demonstrate how simple it is for an attacker to crack a WEP key. With some 

basic knowledge of the tools required, an attacker should be able to crack a WEP key within a 

few minutes. Since 2001, WEP has been proven to be insecure and should not be used for this 

reason. Research in 2014 has found that approximately 10% of wireless networks in New 

Zealand utilised WEP encryption. Later research indicates this percentage is reducing but that 

WEP is still commonly used in business organisations.  

Equipment Required: For this demonstration we need a wireless access point running WEP 

encryption. It won’t matter if it has a 64 bit or a 128 bit WEP key. Ensure that you have changed 

the access point password, as once someone has cracked the key, they can join the network and 

then attempt to reconfigure the access point. Access points have default passwords that can 

easily be discovered through Google once the manufacturer of the access point is known. Some 

later access points have the password printed on the bottom of the access point – change the 

password!   

We shall see during the demonstration that wireless messages are required to be transmitted so 

that the headers of these messages can be captured. If we just set up a wireless access point that 

is not connected to anything, there will be no messages transmitted. Therefore, we have 2 

options to create messages. Ig the access point is connected to the Internet, we could connect 

to it from another wireless device with a browser, a smart phone will do, and then surf the 

Internet.   

If the access point is not connected to the Internet (which is likely) then we need another method 

to create a lot of transmitted messages. This can be done by connecting 2 computers to the 

access point wirelessly. You will need the password (key) for the wireless connection for the 

computers. Have the 2 computers on the same network and have 1 of the computers with a 

shared folder. In Windows 7 and 8 this will involve creating a Homegroup and connecting both 

computers to the same Homegroup. In Windows 10, the setup is still a Homegroup but slightly 

different to manage. I suggest you set this up and practice with it ahead of time – it can be 

tricky. In the shared folder, have a large file such as a video file.   

 
When the students are ready to capture the packets, copy the file from the second computer 

onto the first computer’s desktop. This will create a large number of packets and within a few 

seconds sufficient packets will be captured to crack the key. The attack works by capturing the 

‘weak’ IVs. Once sufficient ‘weak’ IV are captured, the key can be cracked.  

https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
https://www.wi-fi.org/news-events/newsroom/wireless-ethernet-compatibility-alliance-weca-announces-independent-test-lab
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Discussion Point: If 128 bit WEP is used instead of 64 bit 

WEP, won’t it take thousands of times longer to crack the 

key (actually 1.8446744e+19 times longer)?   

No – the cracking of the key is not a brute force attack. It 

works on the weak implementation of the cryptography and 

therefore will almost the same time.  

Begin the WEP Attack Procedure:  

The Attack: For a successful attack you must have a wireless network card or USB network 

dongle that is compatible with Kali and can be put into Monitor mode. Monitor mode will read 

all wireless packets regardless of intended destination and differs from promiscuous mode in 

that the device does not need to be connected to the network to read the Ethernet packets. There 

are 4 stages to the attack utilising airmon-ng, airodump-ng, aireplay-ng and aircrack-ng.  

In a Kali terminal: To clear the terminal window at any time enter the command > clear  

To repeat a command, use the keyboard up arrow key whilst in the terminal window. This will 

cycle through the previous commands that you have entered.  

To open a new terminal window, either select the terminal button on the menu on the left side 

of the screen or with the pointer or click the right mouse button and select ‘Open Terminal’.  

  

Stage 1: Put the wireless device into Monitor Mode  

1: If not already running, start Kali Linux – either from an installation or boot from the Kali  

USB stick (legacy boot – ensure ‘safe boot’ is turned of and ‘legacy boot’ is enabled in the 

BIOS.).  

2: Open a Terminal.  

  

3: Put the wireless network card / dongle into Monitor mode.  

  Enter the command >  airmon-ng  

This will display the network cards or dongles the device has available.   

Select the correct wireless device. For example, wlan0 or if you have more than 1 

wireless network card / dongle wlan1 etc  
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Enter the command >  airmon-ng start wlan0  (or whatever your wlan device is called)  

  
  

This will attempt to put wlan0 into monitor mode. There are likely to be some processes running 

that will prevent this from being successful – network manager and others. You can stop these 

devices by entering a kill command followed by the process number.  

  

Enter commands such as  > kill 626   (or whatever the process number is)  

  

A simple way to stop all processes that may be causing issues is to:  

  

Enter the command > airmon-ng check kill  

  

  
  

Then repeat the command >  airmon-ng start wlan0  
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4: You should get confirmation that the card / dongle is in monitor mode and the name of the 

device will be changed to include mon. It may now be called wlan0mon or mon0. You will 

need this name for most of the following commands. (ends with zero)  

  

Stage 2: Select the target device to crack  

  

5: Display a list of wireless devices  

  

Enter the command > airodump-ng wlan0mon  

  

  
  

6: You will see that the result is divided into 2 sections. The top section shows the wireless 

access points / routers that are available, the data they are receiving and the channel, the 

encryption used and the name of the Extended Service Set. The one we are interested in is the 

access point called MISDF_Lab1 as it is using WEP. Copy the MAC address by highlighting 

the MAC address and selecting the right mouse button – copy.  

  

7: You will notice that the data is either zero or is very little and climbing very slowly. This is 

an issue as we need to capture a large amount of data. If the access point / router is connected 

to a network and using a lot of data (such as an Internet connection) then the data will climb 

quickly. We shall need to create a file to save the Ethernet packets into.    

  

8: Begin saving the packets to a file. We need a large number of packets to look for enough 

weak IVs to crack the key. We need to tell airodump which channel to look on and where to 

save the packets. In this case we will call the file lab1file.  

  

Open a new terminal. Note: channel and filename use one minus sign, basic service set id uses 

2 minus signs without a gap. -c is for the channel and -w is the file to write to.  

  
           Channel   Filename    MAC address  
  Enter the command > airodump-ng –c 1 –w lab1file - -bssid 00:18:39:77:71:63 wlan0mon  
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At this point there are 2 choices. If there are sufficient packets to mount the replay attack, then 

this will provide enough weak IVs to crack the key. However, it is most likely that there will 

not be sufficient packets and therefore we can use the file transfer from a shared folder method 

to create sufficient packets. We shall use this method so let’s jump to ‘Cracking the Key’.  

  

Stage 3: Use Airodump to view the network and Aireplay to attack the network  

  

9: Perform a packet replay attack.   

If the data is climbing quickly we can skip this step. If there is too little data for our attack, we 

need to manipulate the access point by performing a packet replay attack. This will capture  

ACK packets and send them multiple times very quickly which will rapidly increase the data.   

  

Problem: If the data is zero or very slowly climbing, then there are no packets to replay. A 

connection to a device will increase this and allow for a packet replay attack.  

  

Step 1: Associate with the access point.  

  We use aireplay-ng.   

  -1 tells aireplay that we are performing a fake authentication  

   0  (zero) tells the command the number of packets per burst to send  

  -a is followed by the MAC address  

  
Possible attacks for aireplay are:  

• Attack 0: Deauthentication  
• Attack 1: Fake authentication  
• Attack 2: Interactive packet replay  
• Attack 3: ARP request replay attack  
• Attack 4: KoreK chopchop attack   
• Attack 5: Fragmentation attack  
• Attack 6: Cafe-latte attack  
• Attack 7: Client-oriented fragmentation attack  
• Attack 8: WPA Migration Mode  
• Attack 9: Injection test  

Several Filter options:   
• -b bssid : MAC address, Access Point  
• -d dmac : MAC address, Destination  
• -s smac : MAC address, Source  

  
Several Replay options:   

• -x nbpps : number of packets per second •  -p fctrl : set frame control word (hex)  
• -a bssid : set Access Point MAC address  
• -c dmac : set Destination MAC address  
• -h smac : set Source MAC address  
• -e essid : For fakeauth attack or injection test, it sets target AP SSID. This is optional when the SSID is not 

hidden.  
• -o npckts : number of packets per burst (-1)  
• -q sec : seconds between keep-alives (-1)  
• “-D” :disables AP detection. Some modes will not proceed if the AP beacon is not heard. This disables 

this functionality.  

Note: this time we do not need to uses bssid as aireplay is expecting the MAC address after -a  

    

https://www.aircrack-ng.org/doku.php?id=deauthentication
https://www.aircrack-ng.org/doku.php?id=deauthentication
https://www.aircrack-ng.org/doku.php?id=fake_authentication
https://www.aircrack-ng.org/doku.php?id=fake_authentication
https://www.aircrack-ng.org/doku.php?id=interactive_packet_replay
https://www.aircrack-ng.org/doku.php?id=interactive_packet_replay
https://www.aircrack-ng.org/doku.php?id=arp-request_reinjection
https://www.aircrack-ng.org/doku.php?id=arp-request_reinjection
https://www.aircrack-ng.org/doku.php?id=arp-request_reinjection
https://www.aircrack-ng.org/doku.php?id=arp-request_reinjection
https://www.aircrack-ng.org/doku.php?id=korek_chopchop
https://www.aircrack-ng.org/doku.php?id=korek_chopchop
https://www.aircrack-ng.org/doku.php?id=fragmentation
https://www.aircrack-ng.org/doku.php?id=fragmentation
https://www.aircrack-ng.org/doku.php?id=cafe-latte
https://www.aircrack-ng.org/doku.php?id=cafe-latte
https://www.aircrack-ng.org/doku.php?id=cafe-latte
https://www.aircrack-ng.org/doku.php?id=cafe-latte
https://www.aircrack-ng.org/doku.php?id=hirte
https://www.aircrack-ng.org/doku.php?id=hirte
https://www.aircrack-ng.org/doku.php?id=hirte
https://www.aircrack-ng.org/doku.php?id=hirte
https://www.aircrack-ng.org/doku.php?id=wpa_migration_mode
https://www.aircrack-ng.org/doku.php?id=wpa_migration_mode
https://www.aircrack-ng.org/doku.php?id=injection_test
https://www.aircrack-ng.org/doku.php?id=injection_test
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Note: use the MAC address that you have copied from airodump for these commands  

  

Enter the command > aireplay-ng -1 0 -a 00:18:39:77:71:63 wlan0mon  

  

  
  

The final line with the smiley face tells us we are now associated with the access point.  

  

Step 2: Perform the Address Resolution Protocol (ARP) attack.  

We use aireplay-ng.   

  -3 tells aireplay that we are performing an ARP replay attack  

  -b tells the command that the bssid follows  

  

Enter the command > aireplay -3 -b 00:18:39:77:71:63 wlan0mon  

  

Look for the data to climb rapidly. In the following screenshot you will see that there are around 

500 packets per second. We need around 15 000 as a minimum which will take around half a 

minute. If the data is not climbing at this rate, then you may need to simulate a busy network 

by connecting a computer to the access point (you will need to know the key). You can try 

connecting, disconnecting and reconnecting until the data packets climb rapidly. On a busy 

network or an access point / router connected to the network, this should be successful without 

having to simulate a connected network.   

  

  
  

Cracking the Key:  
  

Stage 4: Use Aircrack to crack the key.  

   

You should now have a file that is collecting packets and weak IVs. It will require around 

15,000 to 50,000 packets. The file you created will be located in the Home folder under the  

‘Places’ menu. You can also see a list of files in this folder from a terminal by entering the 

twoletter command > ls  (ell ess) The file will have -01.cap (packet capture) added to the name 

you gave it. Look for lab1file-01.cap.  
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Open a new terminal.  

  

Enter the command > aircrack-ng lab1file-01.cap  

  

If there are not enough weak IVs then you will get a message to try again at the next 5000 

packet amount.  

  
  

You can keep trying at every 5000 IVs and the simplest method to rerun the same command in 

a terminal is to use the up arrow key.  

  

  
  

Once there are sufficient IVs, the crack takes around 1 second.  

  

The purpose of this demonstration is to show the practicality of an attack against a WEP key. 

Security gives users a sense that their data is safe from unauthorised people, but weak security 

gives a false sense of this so that users may transmit or receive information that they would not 

have done if they knew how easily it could be read by someone who has cracked the WEP key. 

False security tends to be worse than no security for this reason.  
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You should now understand how simple it is to crack WEP encryption and that under no 

circumstances should WEP be used as security on a wireless network.   

  

  

Cracking WiFi Protected Access (WPA WPA2)  

  

Purpose: This lab will demonstrate that even with a more robust encryption implementation 

than WEP, WPA is still not secure if robust passwords are not chosen. WPA was introduced as 

an interim solution to the issues with WEP and has been very successful in securing data on 

wireless networks. There are various options available with WPA, including a shared key mode 

using RC4, a shared key mode using AES and an infrastructure mode requiring a key server 

attached to the network. This last option is in reality rarely seen except in large organisations.  

This lab will demonstrate the security issues with poor password choice where passwords do 

not follow the recommended guidelines of robust passwords of at least 20 characters.  

Equipment Required: For this demonstration we need a wireless access point running WPA 

or WPA2 encryption. It won’t matter if it is either of these even though WPA2 uses a stronger 

encryption algorithm (RC4 versus AES). The attack works by trying possible passwords until 

a match is found, so the password must either be in a file with possible passwords or passwords 

can be created on-the-fly which would guarantee finding the password but may take a very long 

time (years) if the password is strong enough. We shall be using a file with hundreds of 

thousands of possible passwords. The password entered into the access point is in the file we 

shall use, so we are guaranteed to find the password. There are many wordlists with passwords 

available on the Internet. We shall use rockyou.txt which is a very big text file with 14 million 

passwords. If you wish to open the file you should use newpad rather than notepad. Notepad 

will not recognise the new line character and will take several minutes to open the file.  

  

As we have already put the wireless dongle into RFmon mode, we can skip to ‘Stage 2: Select 

the target device to crack’.  

  

The Attack: The attack for the most part is similar to WEP except that a list of possible 

passwords can be created during the attack ‘on the fly’, or a large list of possible passwords 

can be utilised to look for the implemented password. In this lab we will be using a list of 

possible passwords in an attempt to find the one used on the router.  

  

Stage 1: Put the wireless device into Monitor Mode  

1: Start Kali Linux – either from an installation or boot from the Kali USB stick (legacy boot). 

2: Open a Terminal.  
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3: Put the network card / dongle into Monitor mode.  

  Enter the command >  airmon-ng  

This will display the network cards or dongles the device has available.   

Select the correct device. For example, wlan0 or if you have more than 1 wireless 

network card / dongle wlan1 etc  

  

  
  

Enter the command >  airmon-ng start wlan0  (or whatever your wlan device is called)  

  
  

This will attempt to put wlan0 into monitor mode. There are likely to be some processes running 

that will prevent this from being successful – network manager and others. You can stop these 

devices by entering a kill command followed by the process number.  

  

Enter commands > kill 626   (or whatever the process number is)  

  

A simple way to stop all processes that may be causing issues is to:  

  

Enter the command > airmon-ng check kill  
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Repeat - enter the command >  airmon-ng start wlan0  

  

  
  

A simple method to reduce the number of steps for this process is to check kill the processes as 

the first command and then when you attempt to put the card into monitor mode, there will be 

no processes running that can prevent this.   

  

This is illustrated below.  

  

  
  

4: You should get confirmation that the card / dongle is in monitor mode and the name of the 

device will be changed to include mon. It may now be called wlan0mon or mon0. You will 

need this name for most of the following commands.  
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Stage 2: Select the target device to crack  

  

5: Display a list of wireless devices  

  

Enter the command > airodump-ng wlan0mon  

  

The wireless networks that are available are displayed. The target for the attack utilises 

WPA encryption (in this case with CCMP which indicates the AES encryption standard 

is used)  

  

6: You will see that the result is divided into 2 sections. The top section shows the wireless 

access points / routers that are available, the data they are receiving and the channel, the 

encryption used and the identity of the Extended Service Set (ESSID). The one we are 

interested in is the access point called MISDF_Lab2 as it is using WPA. Copy the MAC address 

by highlighting the MAC and selecting the right mouse button – copy. You can stop the output 

with ctrl c which prevents the output jumping around in a different order.  

  

7: Unlike with WEP, we do not need the packets with IVs. The file we create next is used to 

hold the WPA handshake association which is what the attack utilises. We need to tell airodump 

which channel to look on and where to save the packets. In this case we will call the file lab2file. 

As we don’t need to monitor the packets, we can either open a new terminal or stop airodump 

and use the same terminal. In the former case, we stop the process using ctrl c.  Note – channel 

and filename use one minus sign, basic service set id uses 2 minus signs without a gap.  

  

  
           Channel   Filename    MAC address  
  Enter the command > airodump-ng –c 2 –w lab2file - -bssid 00:18:39:77:71:63 wlan0mon  

  

  
  

Note: The screenshot above shows the airodump listing of the target router at the top with channel and 

encryption used. Below, it shows an associated device with the MAC 34:DE:1A:01:E1:E0. This is the 

device that we will deauthenticate which will force the reauthentication handshake. At the top right next 

to ESSID, you will notice this is blank. When the handshake occurs, this will have WPA handshake and 

the router MAC address.  

  

Stage 3: Force the re-authentication handshake  

8: We now need to force a 4-way handshake and capture this in the file lab2file-01.cap that we have 

created. To do this, there must be a computer (or device) connected to the router / access point. The 

device is forced to de-authenticate and then will re-authenticate. During this process, a 4-way handshake 
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takes place between the 2 devices as part of the negotiation of the key. It is this re-authentication that 

causes the security issue in WPA and WPA2.  

  

9: As we want to monitor the handshake in the top right corner of our terminal, we need to open a new 

terminal window.   

-0 is deauthenticate   

-a is the bssid of the router / access point  

  

Open a new terminal and enter the:  

  

Command >  aireplay-ng -0 0 -a 00:18:39:77:71:63 wlan0mon   

  

  

  
  

  

10: We look for the de-authentication messages to be sent.   

  

  
  

11: This should force the WPA handshake. We check our other open terminal to see if the WPA 

handshake has occurred. It has been successful as shown in the screenshot below.  
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12: We now need to run the attack against the lab2file. To do this, check that the file exists in 

the Home folder under the places menu or use the ls (ell ess) command in a terminal. The file 

should be named lab2file-01.cap. The -01.cap has been added for you and indicates it is a packet 

capture file. The list of possible passwords is called a wordlist and there are many available for 

download from various sites. Some are relatively small, and some contain over a million 

permutations of letters, numbers and symbols. The one we will use is called rockyou.txt and 

should be placed by you in the Home folder with lab2file-01.cap.  

Stop the de-authentication process with ctrl c  

Note that once you have the successful handshake captured in a file, you no longer need to be 

connected to the access point. The attack is against the file, not the network, so you could 

simply make the cap file available and crack the password from the file.  

  

Enter the command >  aircrack-ng –w rockyou.txt lab2file-01.cap  
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As long as the password is in the list, it will be found by aircrack. The time to find the password 

will depend on how far into the file the password is and how powerful the computer used is. 

The process checks approximately 500 passwords per second.  

  

In this case, the password was found in less than 5 seconds.  

  

The purpose of this lab is to demonstrate that even improved security that appeared to be much 

more secure than WEP can be cracked just as simply. It took 6 years from the introduction of 

WPA and WPA2 before researchers discovered the attack in theory in 2009 and then 

implemented the attack. Whilst the attack is quite different in its method to the WEP attack, it 

is no more complicated and just as quick, provided the password exists in the list of passwords 

used. The attack can be mitigated by using recommended passwords that are at least 20 

characters long and contain uppercase, lowercase, numbers and symbols.   

  

WEP encryption should never be used and WPA / WPA2 encryption should only be used with 

very robust and complex passwords.  

  

  

  

Cracking WiFi Protected Setup (WPS)  

  

Purpose: This lab will demonstrate that sometimes efforts to make setup easier for the user and 

therefore encourage users to utilise robust encryption, sometimes has the opposite effect. WiFi 

Protected Setup is designed to make it simple for the user to press a button on the Access Point 

/ Router if it is equipped with WPS, and then either leave it to the device to exchange the 

encryption key with the user’s device, or require an 8 digit PIN number to be entered into the 

user’s device by the user. This PIN number is usually printed on the underside of the Access 

Point / Router. Therefore, physical access to the device means discovering the PIN number is 

trivial – turn it upside down and read the number. Then press the WPS button and enter the PIN 

to connect. Once the 8 digit PIN is known, the password can be easily discovered. This means 

that if the password is changed by the user, knowledge of the PIN allows the new password to 

be easily discovered. In this lab, we will begin the process of attempting a ‘brute force’ attack 

against the 8 digit WPS PIN.  

The Attack: The attack uses a tool called Reaver. It methodically tries every possible 8 digit 

PIN number until the correct one is found. Whilst in theory there should be 100,000,000 

different possible PIN numbers with 8 digits (108), in reality there are only 11,000. This is 

because of the implementation of the PIN requirements – something we commonly see in 

computer security. That is, good security done badly leading to poor security.  

  

When the PIN security was designed, 8 PIN numbers seemed sufficient for good security. 

Especially since the access points take some time to process the request (often 5 seconds or 

more). In theory at best, to try half the possible PIN numbers should take 50,000,000 times 5 

seconds, or 250,000,000 seconds. This equates to 6944 hours which is 413 weeks or just under  

8 years. However, the PIN numbers are dived into 2 sets of 4 PIN number, so 10,000 plus  
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10,000 possible PINS. But wait, there’s more bad news. The second group of 4 were divided 

into 1 PIN number (10 possibilities) and 3 PIN numbers (1000 possible PIN numbers). This 

equates to 11,010 possible PIN numbers. To try half of these PIN numbers (5005) with 1 

attempt every 5 seconds equals 25,025 seconds or just under 7 hours. So on the surface we see 

robust security taking, on average, 8 years to crack but in reality we see the poor 

implementation reducing this to 7 hours.   

  

It is trivial for a computer with the appropriate software to be configured to try all of these PIN 

numbers, so we can simply run software and walk away, waiting for the attack to complete.  As 

some access points will allow a choice of PIN numbers to be entered by the user, users will 

often chose numbers that have some meaning to them. These PIN numbers can sometimes be 

predicted, or at least a good guess as to the start of the PIN number such as a meaningful year 

or similar may be used. The attack could be configured to try the most common PIN numbers 

first before moving onto the full brute force attack.   

  

Only a limited selection of Access Points / Routers are equipped with WPS and some of these 

devices have a ‘lock out’ option which will lock the PIN attempts out for an increasing period 

of time if incorrect PIN numbers are entered. Some however, do not have this option and we 

shall attempt the attack against one of these devices. The attack proceeds quite slowly, so we 

shall begin the attack so that you can see how it is done but we won’t have enough time to 

complete the attack. It would generally take several hours or days to crack the WPS PIN.  

Stage 1: Put the wireless device into Monitor Mode  

1: Start Kali Linux – either from an installation or boot from the Kali USB stick (legacy boot). 

2: Open a Terminal.  

  

3: Put the network card / dongle into Monitor mode.  

  Enter the command >  airmon-ng  

This will display the network cards or dongles the device has available.   

Select the correct device. For example, wlan0 or if you have more than 1 wireless 

network card / dongle wlan1 etc  
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Enter the command >  airmon-ng start wlan0  (or whatever your wlan device is called)  

  
  

This will attempt to put wlan0 into monitor mode. There are likely to be some processes running 

that will prevent this from being successful – network manager and others. You can stop these 

devices by entering a kill command followed by the process number.  

  

Enter commands > kill 626   (or whatever the process number is)  

  

A simple way to stop all processes that may be causing issues is to:  

  

Enter the command > airmon-ng check kill  

  

  
  

Repeat - enter the command >  airmon-ng start wlan0  

  

  
  

A simple method to reduce the number of steps for this process is to check kill the processes as 

the first command and then when you attempt to put the card into monitor mode, there will be 

no processes running that can prevent this.   

  

This is illustrated below.  
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4: You should get confirmation that the card / dongle is in monitor mode and the name of the 

device will be changed to include mon. It may now be called wlan0mon or mon0. You will 

need this name for most of the following commands.  

  

  

Stage 2: Display the devices that have WPS enabled  

  

5: Display a list of WPS devices  

  

Enter the command > wash -i wlan0mon  

  

The –i switch simply tells wash to expect the interface name  

 

  

The WPS enabled devices are displayed. The target for the attack is not using a WPS 

locked option, so it is suitable to mount the attack against this device.  

  

Stage 3: Use Reaver to run the attack  

  

6: Next we use Reaver to mount the attack. If you type reaver without any switches, a list of 

switches will be displayed. One option is the –p switch which expects the 8 digit PIN if you 
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already know this. This will disclose the password and is useful if you have obtained the WPS 

PIN once but the password is sometimes changed and therefore not known. Knowing the PIN 

allows you to enter this without knowing the new password (encryption key) and the password 

will then be discovered. You will need the MAC address of the Access Point so you may wish 

to copy this to the clipboard to make it simpler and avoid a typing error later.  

  

  Enter the command > reaver –i wlan0mon –b F8:D1:11:C5:63:70 –d 30 –S -N  

  

The –b tells reaver to expect the bssid (MAC address) of the target and the –d sets a delay 

between attempts (in this case 30 seconds). The Access Point / Router receives the PIN and 

processes it and then responds. This can take some time and attempts without a suitable delay 

will overwhelm the device. Different delays can be tried to see what the minimum delay that 

can be used is, but in this case we will play it safe and use 30 seconds.  The –S uses smaller 

DH (Diffie Hellman) keys which will speed up the attack and the –N tells Reaver that we don’t 

wish NACK messages to be sent if packets arrive out of order (it doesn’t matter).  
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The screenshot shows Reaver beginning with asking if it should restore working to crack the 

PIN from a previous session. If Reaver has been working through the attack and is stopped with 

ctrl c, then you can start it again from where it finished off rather than try all the same PIN 

numbers again. This is one advantage of using Kali in Persistance mode as it remembers the 

commands. Reaver will continue working through every possible PIN number and will 

eventually find the PIN. However, this can take some considerable time. For example, if the 

PIN is found after half of the possible PIN numbers have been attempted, 5500 PIN numbers 

at 30 seconds each is 2750 minutes or almost 46 hours. It would take almost 4 days if the correct 

PIN number is the final one attempted.  

  

The purpose of this lab is to demonstrate that there are well-intentioned methods to assist users 

in providing robust security by making the wireless devices simpler to connect to other devices. 

This allows for robust settings that are simple to for the user to implement. However, these 

simplified methods often have problems that are discovered later by researchers. In the case of 

WPA, the 8 digit PIN is in fact only 100 keys better than a 4 digit PIN and software like Reaver 

will eventually be written if weaknesses in the security designs are discovered.    

  

Very robust security for these devices does exist, but knowing what the weaknesses are and 

selecting the recommended robust security settings is absolutely vital to prevent cyber crime 

intrusion into private networks, eavesdropping on confidential communications and theft or 

destruction of private documents.  

  

Recommendation: Never utilise WEP or WPS. WPA and WPA2 should have randomly 

generated keys (or extremely difficult to guess keys) of at least 20 characters. WPS should be 

switched off if possible.  
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Sniffing & Snorting  Task 

3  

For this task we shall be using Wireshark in Linux. Wireshark is a network sniffing tool that 

captures packets of data on the network. It works on both a wired and a wireless network. You 

will see how busy a network is even when there is no user activity on the network. This is 

because networks are constantly advertising their presence, asking for name resolutions of other 

devices on the network and sending management traffic to update tables and other storage of 

network information.   

For a wireless network capture, we will put the wireless card in RFmon (radio frequency 

monitor) mode. As we have already done this in the previous task, we can skip to “Starting 

Wireshark”.  

  

Stage 1: Put the wireless device into Monitor Mode  

1: Start Kali Linux – either from an installation or boot from the Kali USB stick (legacy boot). 

2: Open a Terminal.  

  

3: Put the wireless network card / dongle into Monitor mode.  

  Enter the command >  airmon-ng  

This will display the network cards or dongles the device has available. Select the correct 

wireless device. For example, wlan0 or if you have more than 1 wireless network card / dongle 

wlan1 etc  

  

  
  

Enter the command >  airmon-ng start wlan0  1 (or whatever your wlan device is called) 

Note: The channel number needs to be added for Wireshark.  
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This will attempt to put wlan0 into monitor mode. There are likely to be some processes running 

that will prevent this from being successful – network manager and others. You can stop these 

devices by entering a kill command followed by the process number.  

  

Enter commands > kill 626   (or whatever the process number is)  

  

A simple way to stop all processes that may be causing issues is to:  

  

Enter the command > airmon-ng check kill  

  

  
  

Repeat - enter the command >  airmon-ng start wlan0 1  

  

  
  

  

4: You should get confirmation that the card / dongle is in monitor mode and the name of the 

device will be changed to include mon. It may now be called wlan0mon or mon0. You will 

need this name for most of the following commands.  
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Starting Wireshark  

We can start Wireshark in 2 ways. Either by locating Wireshark in the menu under 

“Applications” or by typing ‘Wireshark’ into a Terminal window. Open a new Terminal. Enter 

the command: wireshark 

  

Wireshark is installed on Kali and so the Wireshark programme is found and opens. You will 

get a warning message – ignore this and close the message.  

  

You will see a list of network interfaces. By editing the Preferences, these can be disabled or 

enabled. In the following screenshot, they have all been disabled except for wlan0mon.  
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If you double click the wlan0mon line the capture will begin which is not what we want, so 

select it with 1 click only.  

To create some encrypted traffic on the wireless network, a file called covert.txt will be copied 

from computer 1 to computer 2 through the access point running WEP. To begin a capture, you 

will need to select the blue shark fin in the top left of the Wireshark screen. As there are 

approximately 100 packets per second, it may be best to start the capture just prior to copying 

the file. This will prevent too many packets being captured and keep the capture file relatively 

small.  

 Select the blue shark fin to begin the capture The file is 

transferred.  

 Stop the capture by selecting the red square  

This should have captured the text file when it was transferred. We now want to save the packet 

capture (pcap) file for analysis.  

 Select File->Save As  

  

Note that you will need to save the file as a pcap, not a pcapng file so you will need to scroll 

down 1 place using the ‘Save As’ selection dropdown menu.  

  

Enter a suitable name for the file and we shall save it to the Desktop (the default is the Home 

folder)  
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 Select the Desktop folder, enter ‘misdf1pcap’ as the file name 

and select Wireshark/tcpdump from the ‘Save As’ drop down menu.  

  

 Save the file ‘Save’  Close Wireshark:  

 – either by selecting File->Close or by using the open terminal and pressing ctrl c.  

We will now use a tool called airdecap-ng to decrypt the encrypted packets. To decrypt the 

packets we need to enter the WEP key in hexadecimal. As the wireless access point had the 

key entered in hex rather than a string of alphabetic characters when we cracked WEP, we 

obtained the WEP key in hex.  

  

.Enter:   

airdecap-ng -w a1:b2:c3:d4:ff -o Desktop/misdf1decrypted Desktop/misdf1pcap.pcap  

The -w switch tells airdecap-ng to expect the WEP key in hex and the hex values are separated 

by a colon. The -o (minus oh) switch tells the tool where to save the newly created output file 

with the decrypted packets and what name to give the file. We have selected to save it onto the 

Desktop. It will give us some information about the packets decrypted, and in this case there 

were 516 total packets captured with 191 of those packets using encrypted data. The 

nonencrypted packets will be management messages rather than data.  

We can now open the decrypted capture file by double-clicking the icon of the file. We may 

have hundreds or thousands of packets that we would need to look through to find the single 

packet with the covert.txt file. Let’s assume we know the file has the word ‘secret’ in it, so 

we can search for a packet with this word.   

Click on the search magnifying glass located under the ‘Statistics’ menu.   

  

You will see a ‘Find’ button near the top right of the window.  

Enter the word : secret  

Select ‘String’  

Select ‘Packet Bytes’  

Then select the ‘Find’ button.  



 

 

31  

CS4HS 2022        Security & Forensics Workshop 2022  

  

We should be taken to the packet with the text in it including the word ‘secret’. We can read 

the text because it has been converted from encrypted text to plain text.  

As a comparison, the same packet is located in the original pcap file prior to decryption.   

  

You will notice that the encrypted text gives no hint as to what the decrypted text is. We can 

only read the text if we know the WEP key required to decrypt it – which we now know is 

fairly easy to discover. Don’t use WEP encryption!  
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Forensic Demonstration of File Recovery Task 

4  

Overview: Computer forensics involves many aspects of reconstructing an event or recovering 

lost data. There are 2 terms we shall use that must be defined to ensure we have a common 

understanding of the issue.   

The first term is: Delete. If we delete a file, we simply remove the reference to that file in the 

File Allocation Table (FAT for earlier versions of Windows – MFT for later versions of 

Windows). Imagine we highlight a file or folder and press delete. The file is placed in the trash 

can. This is how we logically see the deletion, but in reality, the file has not moved. Rather, the 

index at the start of the hard drive (the FAT or MFT) is now pointing to the file in the trash 

can. If we now empty the trash can, then the index in the FAT/MFT is removed and the space 

taken up by the file is now said to be unallocated. That is, it is now free space to have new files 

written to it. If we were to use software that did not look at the index but rather scanned through 

the entire disk looking for files, the file would be located and our software would show the file 

is still there. That is, until a file is written to the same location and overwrites the file or partially 

overwrites it.  

The second term is: Wipe. When we wipe a hard drive (or wipe a partition) we deliberately 

write over the entire disk (or partition). We have a choice in binary – either a one or a zero. By 

convention, we write zeros to the drive and this overwrites the files. They cannot be recovered.   

Wiping a drive is permanent whereas deletion may be temporary provided a file has not been 

written to the same location as a deleted file.  

If we format a hard drive (or format a partition) we simply delete the entire FAT (or MFT in 

NTFS). All the files remain and can be recovered. The difference between a quick format and 

a standard format is that a standard format will delete the FAT (MFT) and then check for any 

bad sectors on the disk. There is no difference to a quick or standard format as far as the file 

recovery is concerned.  

Equipment Required: When demonstrating file recovery, a small drive is best as the process of file 

recovery can take some time. Therefore, it is recommended to use small capacity USB sticks. We shall 

be using a 128 megabyte stick file. It is difficult to purchase small USB drives in NZ but they are readily 

available on Ebay for a 2-3 dollars each.  

When we recover files, we do so on an image of the drive rather than directly on the drive. The image 

is a bit-by-bit copy of the drive. That is, if we compared every one and every zero on our drive to every 

one and every zero on our image, they would be identical. We can prove that they are identical by 

utilising a hash (by convention MD5 and SHA1) of the drive and a hash of the image. If they are the 

same we can be sure that the drive and the image are identical. We have several files on the USB stick 

but they have been deleted so you can not see them. Formatting the USB drive will have the same effect 

but formatting very small drives can be problematic. Often an operating system will refuse to format 

very small drives – be warned.  

Install foremost and dcfldd. 
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We shall perform 3 stages in the file recovery.   

1. The first is to take an image of our USB stick. When we recover files, we do so on an 

image of the drive rather than directly on the drive. Some forensic software will work 

directly on aa drive, but if we corrupt the drive during the process, there may be no way 

to recover the files (evidence). Therefore, best practice is to make an image of the drive 

and a backup image – just in case.  

2. We shall hash the drive and hash the USB stick to ensure our image is not damaged or 

altered.  

3. We shall run software to recover the files.  

 

Stage 1: Creating a forensic image  

We need to be extremely careful that we correctly identify our USB stick. If we mix up the 

stick with another drive, we will write over the source drive and lose some data on the drive. 

This would be a disaster if the drive was a Windows drive as even writing a small amount of 

data at the start of the Windows drive would render the operating system unbootable. If we 

proceed slowly and carefully, we shall be fine.  

The image that we will create is called a dd image. This is known as a raw image because it 

contains no meta data – just the ones and zeros from our USB stick. The hash we shall use is 

MD5. We will shortly have an ‘empty’ USB stick as our source.   
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Before placing the USB stick in the USB port, we will run 2 commands to check what drives 

we currently have in our computer. It may be prudent to use a pen and paper to make notes of 

the source and target drives when we are ready to run the imaging command. For imaging we 

have 3 choices of software to use. We can use dd, dcfldd, dc3dd. Each has slightly different 

switches and functionalities and for this demonstration we shall use dcfldd. One advantage of 

dcfldd over dd is that we can incorporate the hash command into the image command rather 

than having to do these with 2 separate commands.  

Begin by checking the current drives in the computer:  

Enter the command > fdisk -l         (fdisk minus ell)  

We should see a list of drives beginning with sda and working through the alphabet with sdb, 

sdc etc. If we have a drive partitioned, then each partition will be given a number so for 

example, if our C: drive is sda and we have 3 partitions, we shall see sda1, sda2 and sda3. We 

can image a partition or we can image a whole drive.   

  
To save the image file we need to have a drive mounted..  

If you have a small USB stick with deleted files on it, put the USB stick into a spare USB port 

in the computer. Within a few seconds we can repeat the last command. We could type it again 

or we could use the up arrow key to cycle through previous commands.  

Enter the command > fdisk -l  

 

NOTE: These instructions were originally written for a workshop in the lab. Students had a usb 

stick with Linux ready for a ‘Live Boot’ rather than a Virtual Machine and the usb stick had a 
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Storage partition where the files could be saved to. In this demonstration we shall be using the 

Desktop of the Linux running in the Virtual Machine. Therefore, as this is now an online 

demonstration, some comments will not directly relate to this online workshop.  

 

This partial screenshot shows that the USB stick is assigned sdc. The partition information is 

not accurate – small capacity drives can confuse Linux.  

We see the additional drive and this must be the USB stick we have just attached. Note the 

name of this drive (here’s where paper and pen can be handy). This will be our source drive 

that we shall image.  

Enter the command > mount  

This will show us any drives that are currently mounted. We cannot save a file to a drive unless 

it is mounted, so identify the Kali USB stick and the storage partition. We read from a source 

drive as a device but we write to a target drive with its mounted name. We must correctly 

identify the source and destination. If we swap these 2 around, we shall write our storage 

partition onto our USB stick permanently losing all the data on the stick.   

Once we have clearly identified our source and target drives, we are ready to create a forensic 

image and to calculate hashes on the drive and on the image.  

We begin by hashing the USB stick.  

Assuming that the usb stick is mounted /dev/sdc  

Enter the command > md5sum /dev/sdc  

As we don’t tell the tool md5sum to save the hash into a log file, it is displayed in the terminal 

window.  

The USB stick that we shall recover files from is named FORENSIC. If we run fdisk -l we see 

it is assigned sdc (possibly) and mounted as media/root/FORENSIC. Using easily recognisable 

names for drives can avoid confusion (and avoid disaster).  
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We shall use the result of the hash of the USB stick later to ensure the .dd file we create is 

identical to the drive and has not been accidently altered when it was created.  

The storage area will likely be mounted as /media/root/STORAGE  

Now that we have hashed the USB stick, we are ready to create a dd image of the stick and save 

it to the Storage area of our target USB stick.  

I enter the command  

> dcfldd if=/dev/sdc of=/media/root/STORAGE/cs4hs.dd hash=md5 hashlog=cs4hshash.txt 

conv=sync,noerror  

  

dcfldd is the tool used for creating an image. dcfldd allows us to hash in the same command 

which dd does not permit, so it’s personal preference. We image the entire drive so we use sdc 

without a number afterwards. if is the input file of is the output file  

hash= is the hash we use and is md5 (message digest version 5 - by convention)  

hashlog= we specific a hashlog so the hash is saved to a text file rather than displayed on the 

screen. As we haven’t specified a location for the hashlog, the default is to save to the Home 

folder.  

conv (convert) has 2 switches.  

sync tells the command to pad the data blocks with zeroes if data does not fill a block. This 

ensures that out data does not get out of sequence with the blocks.  

noerror tells the command to carry on (ignore) if it comes across an error. This happens 

frequently when imaging larger drives and the process will simply stop at an error if we do not 

have this switch.  

  

dcfldd will also give us the progress of the image acquisition which allows us to see that 

progress is being made and to calculate how long the image process will take. A drive of 1TB 

may take up to 24 hours to image depending on CPU, RAM and USB port specification. We 

should see the .dd file in STORAGE  

.  

We can now check the hash of the dd file to ensure no changes have been made. We check our 

hash we took before the acquisition and then compare it to the hash of the file. We can do this 

in 2 ways. We can look at the log file:  
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Or we can run a hash command on the dd file and display the hash on the screen.  

  

Now that we have a dd image of the USB stick, we can run a tool to recover the deleted files. 

The tool we shall use is Foremost. Other tools available are Scalpel, Photorec and Autopsy 

amongst others. Scalpel requires editing of its configuration file and has proven to be a little 

unreliable. Photorec is reliable but requires a bit of practice to understand what each option 

means and Autopsy has a nice Graphical User Interface (GUI) and has some advantages but 

requires some time to learn to use. Foremost is reliable, quick and very simple to use.  

We could run the Foremost command on the dd file in the Storage partition of the stick:  

Enter the command |> foremost /media/root/STORAGE/cs4hs.dd  

But with this demonstration, I shall save the .dd file to the Desktop in Kali in the Virtual Machine 

which makes things a little simpler. 

|> foremost -I Desktop/cs4hs.dd -o Desktop/cs4hsfiles 

  

Note that if we have not specified a location for the output an ‘Output’ folder will be created in 

the Home directory and within this folder will be sub folders that will be created as different 

files are found.  
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There is also an audit text file which will tell us how many files have been located – useful for 

large hard drives.   

  

Note that Foremost looks for files based on their file signatures (sometimes called magic 

numbers). This means that any attempt to hide files by changing their extensions (for example 

from docx to jpg) will not fool Foremost – it ignores the extensions.   

  

One drawback of Foremost is that it does not keep the original file name. Rather file names are 

created on-the-fly with numbers (inode locations). Autopsy will keep the original file names 

and this is one of the advantages of this tool.  

That’s it. We have followed the correct forensic process by hashing before and after the 

acquisition and we have performed a file recovery that has found the deleted files. The process 

is sufficient for recovering deleted files (that have not been overwritten) and would be sufficient 

for presentation of evidence in court as we have followed accepted forensic practices.  

  

 


